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Abstract

This paper presents an original approach to model,
analyze, and design interactions in multi-agent sys-
tems. It combines two complementary paradigms:
observation in distributed systems and interaction in
multi-agent systems. The first paradigm is frequently
used to observe concurrent activities in distributed
systems through the causal dependency of events. The
second paradigm aims to identify interaction-oriented
designs and describes them with a formalism enabling
to prove their quality. Our approach is based on
distributed observation of events inherent to agents’
interactions, which may explain relationships within
conversations, or group utterances in order to improve
agent’s behavior.

Keywords: causality, interaction, distributed obser-
vation, performatives, colored Petri nets.

1 Introduction

Multi-agent systems are currently a major area of
research and development activity. An agent is a com-
putational entity, more or less autonomous, which im-
plies a problem solving that both perceives and acts
upon the environment in which it is situated. A multi-
agent system is defined as a set of agents, possibly het-
erogenous, that communicate, cooperate, coordinate,
and negotiate with one another to advance both their
individual goals that interact and the global goal of the
overall system. A crucial component of this paradigm
is modeling interactions between agents as well as the
development of standard agents’ communication lan-
guages (ACLs) [7, §].

This paper proposes an approach to study agents’
interactions as essential components of the dynamic
of multi-agent systems to improve individual behav-
ior of the agents and naturally the one of the multi-
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agent system. Our approach is generic, i.e. indepen-
dent of any communication language, and combines
two complementary paradigms: distributed observa-
tion to capture the events underlying the interacting
situations and the colored Petri net (CPN) [9] as an
efficient formalism to specify, model and study several
kind of communication protocols.

This paper is organized as follows: we begin in sec-
tion 2 by outlining basic elements of our framework
relative to the background of activities in interaction
issues. We then describe our general framework as
well as our hypothesis and our aims namely the mod-
eling and the analyzing of interactions in section 3 and
we briefly present the paradigm of distributed obser-
vation through the causality concept in section 4 and
the technique we adopt (i.e. Vector Clocks) to carry
out the causally graph. Section 5 details our model
of interaction following the steps developed in our ap-
proach: 1) how to build the causally graph of inter-
actions, 2) modeling aspects of protocols by means
of CPN. Section 6 focuses on the recognition pro-
cess, which lead to recognize interactions from causally
graph. Section 7 concludes and lights up our future
work.

2 The interaction issue
2.1 Interacting situations

In a multi-agent system, agents are often led
to communicate together in order to cooperate, to
achieve common tasks and goals, to exchange data,
knowledge, and plans, etc. A common paradigm for
agents’ communication is the message passing. A such
paradigm is the necessary mean for cooperation and
it requires a shared background of agents’ skills as
complex as perception, learning, planning and rea-
soning. With distributed problem solving, interac-
tion involves complex strategies of cooperation in the



sense that they are non-deterministic, hard to be in-
terpreted and sometimes not completely reproducible
nor predictable. The balance between the autonomy
of agents, endowed with more or less intelligent behav-
ior, and their convergence towards a global goal may
be considered as the most significant characterization
of interaction. Several types of interaction has been
considered by researchers [5] and analyzed through
different components including the nature of the goals,
the access to resources, and the skills of agents. Conse-
quently, a first typology of interacting situations may
be identified: autonomy, a simple cooperation, con-
gestion, coordinated cooperation, individual or col-
lective competition, individual or collective conflict,
etc. Moreover, interacting situations may be analyzed
through hierarchical point of view. In fact, a complex
interacting situation is composed of several elementary
situations. In other words, macro-situations may be
distinguished during the analyze of the global activity
of the agents while micro-situations may be observed
at the most fine levels of details.

2.2 Interaction languages in multi-agent
systems

To support inter-organizational interaction, com-
munication and cooperation in multi-agents systems,
many frameworks towards standardization for formal-
izing the flow of interaction between agents have been
proposed [7, 8, 17]. These frameworks intend to de-
velop a generic interaction language by specifying mes-
sages and protocols for inter-agent communication and
cooperation. One of the major interests of interac-
tion languages is to reduce the communication cost by
avoiding an exhaustive description of the ad hoc mes-
sages and to offer a large scale of protocols [10]. Such
languages focus especially on how to describe exhaus-
tively the speech acts [1, 19] both from the syntactic
and semantic point of views that support a language
of knowledge representation. Nevertheless, the onto-
logical aspect and the resort to conventions may help
to ensure a coherent collective behavior of the overall
system, even if the conversational aspect is not easy
to be guaranteed.

Research in interaction languages, mainly developed
in USA, includes Knowledge Sharing Effort (KSE)
that outputs specification for the Knowledge Query-
ing and Manipulation Language (KQML) [8, 11] and
the Knowledge Interchange Format (KIF), and spec-
ifications of ontologies. KQML proposes an extensi-
ble set of performatives, which defines the permissible
operations that agents may attempt on each other’s
knowledge and goal stores. KQML is based on the

speech act theory introduced at first by Austin [1]
and developed later by Searle [19] in order to allow
cognitive agents to cooperate. Based on the possibility
to encode explicitly in the messages themselves illocu-
tionary acts in terms of messages or performatives, it
lies on the mental states of the agents [10, 3, 5].
Nevertheless, some observations about KQML has
been recently pointed out i.e some performatives are
ambiguous, while others are not really performatives
at all, and there are no performatives that commit an
agent to do something. An other criticism that can be
made to KQML is its deficiency regarding to a clear
semantics independent of the agents’ structure [3]. In
fact, KQML offers possibilities for isolated communi-
cations when handling of complex interactions needs
sophisticated protocols. Consequently, the communi-
cation specification through KQML imposes agents to
shape their behavior according to an architecture that
implements and supports a theory based on mental
states.

In [10], an interaction language has been proposed. It
introduces generic protocols of interaction devoted to
be instanciated depending on the social behaviors to
be implemented. The major interest of such language
consists in the fact that it encapsulates the application
level. It offers several protocols of communication as
well as the multi-agent language. Nevertheless, this
language raises the modeling problem. In fact, the
specification of protocols by means of the finite state
automaton induces some deficiencies when we have to
study complex interactions.

More recently, the international collaboration of mem-
ber organizations, which are active companies and uni-
versities in the agent field within FIPA (Foundation
for Intelligent Physical Agents), proposes and speci-
fies some standards for the agent technology and espe-
cially, an agent communication language namely ACL
(Agent Communication Language) [7]. ACL is also
based on the speech act theory: the messages are con-
sidered as acts or communicative acts reflecting the act
(action) expected by the speaker as result of sending
message. ACL recovers the syntactical idea of KQML
which allows to build interactions enriched by a pow-
erful semantics of performatives and consequently en-
ables the expression of a set of high level protocols
and primitives to control the information exchange be-
tween agents. Although KQML and ACL of FIPA are
similar at the syntactical level, they suggest substan-
tially differing views on the issue of agent communica-
tion.



2.3 Modeling Interactions

In order to model interactions, usually expressed

by means of interaction protocols, several formalisms
have been used. For instance, the model proposed in
[17] is a graph of predefined states where an agent
evolves according to the kind of recieved messages.
Other models like automata, graph or more specific
graphs like the Dooly-graph [16] are used to describe
the conversations between agents. These models of
representation are very practical when they are used to
precise some conversational structures and especially
when they appear as isolated communications. The
problem to be faced with such formalisms, is their poor
capacity of computing (i.e. handling protocols) or of
the representation of complex protocols. From one
hand, the finite number of the graph states reduces
the capacity to represent real and complex protocols.
From the other hand, the most formalisms used take in
charge only sequential processes. Hence, these models
are very limited when it is useful to take into account
the concurrency which is the key stone of multi-agent
systems since agents are often involved simultaneously
in several conversations or more generally in several in-
teractions.
From our point of view, it should be useful to for-
mally describe interactions by means of models that
are suitable to specify concurrent systems such as col-
ored Petri nets (CPN) [9] which naturally represent
the concurrency and make easy the processing factor-
ization.

3 Conceptual framework

Agents that operate in a multi-agent system need
an efficient strategy to handle their concurrent activi-
ties in a shared and dynamic environment. Searching
for an optimal interaction strategy is a hard problem
to be solved by an agent because it depends mostly on
the dynamic behavior of the other agents. One way
to deal with this problem is to endow the agents with
the ability to adapt their strategies according to their
experience.

Our framework hypothesis are as follows:

e The multi-agent systems considered are composed
of a set of cognitive agents distributed on different
sites and maybe running concurrently.

e The agents communicate exclusively by asyn-
chronous messages.
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criteria to improve agents’
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Figure 1: A structured approach for multi-agent sys-
tem design

e The observation is distributed in the sense that
each agent observes and traces observable events
(corresponding to the emissions/receptions of the
agent messages).

e The analysis and learning process is ensured off-
line by a single agent which centralizes the traces
of the other agents.

Hence, our approach may be summarized as follows
(cf. Figure 1) : starting from a distributed execution
(i.e. phase 0), the first phase corresponds to the dis-
tributed observation in order to capture the traces of
events underlying to interactions.

The second phase corresponds to the recognition pro-
cess of interactions based on a pattern matching mech-
anism applied to the causally graph. Let be remarked
that the filters used to recognize the patterns of in-
teraction are defined as CPN which model interaction
protocols.

The third phase exploits the traces of interactions, ob-
tained by observation, in order to explain the behavior
of the agent.

The fourth phase will not be detailed here. It is based
on a central agent, which learns and deduces a quali-
tative criteria for the improvement of the behavior of
the other agents.



4 Causal dependencies in multi-agent
interactions

Generally, at a given level of an application, only
few events are relevant to the observation process. For
example, in interaction protocol, only events accord-
ing to the protocol execution are relevant (e.g., send
and receive messages). An observer of a multi-agent
system may be any entity that attempts to watch the
system ”live”, while the computation is in progress, or
examine a post-mortem events’ log or trace. In all the
cases, it is necessary to inform the observer whenever
interesting events occur.

In multi-agent systems, three types of event are in-
volved during a computation, namely, internal event,
message send event, and message receive event. An
internal event only affects locally the agent at which
it occurs and are linearly ordered by the order of their
occurrence. Moreover, send and receive events sig-
nify the flow of information between agents and estab-
lish causal dependency from the sender agent to the
receiver agent. It follows that the execution of the
multi-agent application results in a set of distributed
events produced by the agents. The causal precedence
relation induces a partial order on the events of a dis-
tributed computation.

Thus, Causality (or the causal precedence relation)
among events is a powerful concept in reasoning, an-
alyzing, and drawing inferences about a computa-
tion. The knowledge of the causal precedence relation
among agents helps studying the variety of interaction
happened during multi-agent system computation.

4.1 A model of distributed computation

In our framework, we consider a distributed execu-
tion as composed of a set of n asynchronous agents
A1, As, ..., A, that communicate by message passing
over a communication network [18]. In addition, the
agents do not share a global memory or global clock.
At the most abstract level, execution of a multi-agent
system can be defined as a set of events denoted F.
The events happened at the same agent are naturally
ordered. Thus, there is a total order of events in a
sequential system. Observe that one of the major dif-
ficulties in distributed agents is that the relation be-
tween events is only a partial order.

Leslie Lamport [12] recognized the importance of the
ordering relation between events in a distributed sys-
tem. He postulated that this relation (which he called
happened-before) is transitive and not reflexive. We
describe this relation in the next section.

Each agent A; generates an execution trace, which is

a finite sequence of local atomic events. There are two
kinds of events produced by the multi-agents’ execu-
tion :

e interaction events, i.e. sending and receiving mes-
sages.

e internal events of the agents i.e., all events other
than sending and receiving messages (updating
internal state of the agent, performing local ac-
tions etc.).

4.2 Events’ causality in interactions

The time concept in distributed systems may be
usefully used in many ways, especially for ordering
events. We say that an event a happened before an
event b if the physical time of the event a is less than
the time at which b is happened. In the absence of
precisely synchronous clocks in distributed systems,
the use of logical clocks is useful for keeping informa-
tion about causality rather than physical time. Other
aspect is that many applications require identifying
” cause and effect” relationships in event occurrences.
In any case, it is necessary to construct mechanisms
that give information about causally precedes relation
among the events in the distributed computation.
This relation can be defined as:

e Locally precedes relation between events of a single
agent,

e Immediately precedes relation between coupled
events e and f of exchange messages if e is the
send event of the message and f is the receive
event of the same message.

Now, the causally precedes relation denoted by ”—”
can be defined as the transitive closure of the union of
locally precedes and immediately precedes relations.
Clearly, for any two events e; and ey in a distributed
execution, e; — ey or es — ey, or ejl||es (concurrent
events).

This relation can be represented with an oriented
graph G = (X,U) denoted causal dependency graph
where:

e X is the set of nodes representing the events,

o U € X x X is the set of oriented edges in the form
(z,y) which indicates that x precedes causally y.

Thus, the graph G associated with the partial order
relation ”—” in the domain E is defined as follow:

Ve,ye E:z—>y& (z,y) €U



Finally, the causality can be accurately captured bu
logical clocks. Many logical clocks are implemented,
depending on the level of information required, intend-
ing to obey the fundamental monotonic property; that
is, if an event a causally affect an event b, then the
timestamp (date assigned to an event) of ¢ is smaller
than the timestamp of b. In order to know exactly the
causally precedes relation between events, we use the
vector clocks developed by [6, 13].

5 Interaction Model

Many details of the behavior of agent-based sys-
tems cannot be predicted analytically, but must be
observed. A causally precedes graph of the interac-
tions that emerge can provide the basis of a number
of quantitative measures that are relevant to the sys-
tem strategies. Similarly, useful measures and mean-
ingful aspects of the dynamic of the conversations can
be derived from the causally graph (e.g., deriving from
the lengths of various paths reply cycles and series of
performatives).

5.1 Distributed Observation of multi-
agent interactions

The point of interactions is that a conversation, can
be explored both from the perspective of the perfor-
matives it contains (usefully distinguished as events)
and states through which it passes. The performa-
tives’ causally graph representation enables us to de-
duce causally relation between interaction instances.
At run-time, an agent may be involved in several pro-
tocol instances. In order to record the state of every in-
stance of a protocol, to which the agent is committed,
the agent must record all the necessary data regarding
to the protocol as well as the events’ timestamps. In
the following sections, we consider only complex in-
teractions since the elementary ones may be viewed
as trivial cases of interaction. The following example
shows how to build the causally graph from a commu-
nication protocol namely the FIPA contract-net [7].

Example. FIPA-Contract-Net Protocol
This section presents a version of the widely used Con-
tract Net Protocol, originally developed by Smith and
Davis [21]. FIPA-Contract-Net is a minor modifica-
tion of the original contract net protocol in that it
adds rejection and confirmation communicative acts.
In the contract net protocol, one agent takes the role
of manager. The manager wishes to have some task
performed by one or more other agents, and further
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Figure 2: (a) A possible execution of FIPA-Contract-
Net protocol ; (b) Causally graph inherent to perfor-
matives of FIPA-Contract-Net protocol

wishes to optimize a function that characterizes the
task (commonly expressed as the price, time to com-
pletion, etc.). The manager demands proposals from
other agents by issuing a call for proposals, which spec-
ifies the task and any conditions the manager is plac-
ing upon the execution of the task. Agents receiving
the call for proposals are viewed as potential contrac-
tors, and are able to generate proposals to perform
the task as propose acts including the preconditions
which may be the price, time when the task will be
done, etc. Alternatively, the contractor may refuse to
propose. Once the manager receives back replies from
all of the contractors, it evaluates the proposals and
makes its choice of which agents will perform the task.
One, several, or no agents may be chosen. The agents
of the selected proposal(s) will be sent an acceptance
message, the others will receive a notice of rejection.
The proposals are assumed to be binding on the con-
tractor, so that once the manager accepts the proposal
the contractor acquires a commitment to perform the



task. Once the contractor has completed the task,
it sends a completion message to the manager. Note
that the protocol requires the manager to know when
it has received all replies. In the case that a contrac-
tor fails to reply with either a propose or a refuse, the
manager may potentially be left waiting indefinitely.
To guard against this, the c¢fp includes a deadline by
which replies should be received by the manager. Pro-
posals received after the deadline are automatically
rejected, with the given reason that the proposal was
late.

Figure 2 illustrates the causally precedes relation
between observable events through an execution of
FIPA-Contract-Net protocol. The causal graph associ-
ated to the performatives’ occurrence is constructed by
using vectors clocks (timestamps) of Fidge and Mat-
tern [6, 13](cf. Appendix) .

5.2 Modeling interactions by means of
Colored Petri Nets

The protocol engineering typically comprises vari-
ous stages including specification, verification, perfor-
mance analysis, implementation, and testing.A com-
putational specification of complex interactions is the
description of a combinatory of exchanging performa-
tives between agents. We consider interaction proto-
cols as the basic ones from which complex and high-
level interactions can be built [2]. As argued in section
2.3, we adopt the CPN formalism to handle interac-
tions. Next, we present the syntactical and semantical
features of CPN [9] illustrated through a significant
example, FIPA-Query-Protocol [7] (see figure 3).

5.3 Syntactical aspect of CPN

Petri Nets are state and action oriented models at
the same time. In our framework, the modeling is
concentrated on actions that represent the events to be
observed. A Petri net is defined as usual: it consists of
places (circles) and transitions (rectangles) which are
connected by arcs.

e Places: each place contains tokens called marking
which describe the state of the system. In ordi-
nary Petri nets, tokens do not support informa-
tion while in colored nets, the tokens are labeled
by a type of data - possibly structured - called
a color. Each token carries a data value which
belongs to the type of the corresponding place.
For instance the associated data type of the place
Init_Protocol is the set AG which represents all
the agents in our system and its initial marking

» X, Y: represents the identity function. » S: represents all agents involved in the protocol

» R tesponse O {Tnform, Refuse, Failre, Not-understood; » q query message

» N: negative response (Refiue , Failue, Not-understood ) » P2, terminal transition of the protocol.
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Figure 3: The CPN model of FIPA-Query-Protocol

is the involved agents’ identifiers. Let us remark,
that in the general case, a place may contain more
than one token with the same data value, i.e. we
have a multi-set of tokens. Hence a marking is a
function which maps each place into multi-set of
tokens of the associated type.

e Transitions: they model the change of states. In
our model, each transition is associated with an
action of an agent. The activation of a transition
is called a firing, for instance as the result of the
query communication act represented by the tran-
sition Query. When the condition of activation of
a transition is fulfilled we say that the transition
is fireable.

e Arcs: an incoming arc (from place to transition)
indicates that the transition may consume tokens
from the corresponding place while an outgoing
arc (from transition to place) indicates that the
transition may add tokens in the corresponding
place. The exact number of tokens and their data
values are determined by the arc expressions w.r.t.
the semantics of the CPN (i.e. the firing rules of
transitions).



5.4 Semantical aspect of CPN

The dynamic of the modeled system (i.e. the be-

haviour of the net) is given through the firing of transi-
tions. The firing of a transition T is a two-steps oper-
ation: it consumes tokens from input places (Pre(T5;))
and produces tokens into output places (Post(T;)). In
colored Petri nets a set of variables is associated with
each transition. The expressions that label the arcs
around the transition are built with these variables.
The firing of a transition involves an instantiation
of the variables and an evaluation of the expressions
which give the multi-set of tokens to be consumed or
produced. For example, the arc labeled < S-X, q >,
where ¢ is a constant (query message), means that the
firing of the transition Query needs to bind < S-X >
to a value from the set of all agents except the sender,
ie. AG\ {A;}.
The CPN-Protocol works as follows: The sender sends
a Query act for a proposal to all the other agents
and enters a waiting state (Wait_First_R). On receiv-
ing the message (Reception-Query), each receiver pro-
cesses the query, sends a response which can be pos-
itive (Sending_Inform) or negative (Sending-N), and
then enters in waiting state (Sent_Inform or Sent_Neg).
The sender accepts only the first positive answer while
others are rejected. Once all the responses of the
agents are received, the agents come out of the pro-
tocol either in successful (Self-Success) or failure way
(Self_Failure). Let us note that one can distinguish
four cases when receiving the responses according to
the following transitions:

e Recept_First_Inf. reception of the first inform,

e Recept_Next_Inf: reception of the next answers
whose type is “Inform” and necessarily after the
first Inform is received,

e Recept_First_IsN: the first response received is a
negative response,

e Recept_Neg_R: reception of a negative responses
that occurs after the first Inform is received.

The reader can easily verify that the protocol successes
if the sender receives at least one positive answer, oth-
erwise it fails.

6 Pattern matching based on unfolding
Petri Nets

Our aim is to represent two aspects in our model:
The first expresses serial and concurrence events to

be observed, i.e., the interaction states achieved by
agents; the second aspect describes the causally prece-
dence that exists among communicative acts occurred
during computation.

The next stage consists in carrying out interaction pro-
tocols by recognizing them. The recognition of inter-
actions is provided by a pattern matching algorithm
(or filtering) where filters are available as CPN proto-
cols library.

Our algorithm is based on the partial-order semantics
of Petri Nets and well-known as unfoldings of Petri
Nets [15]. The main interest of this method is that,
at the opposite of the interleaving concurrency seman-
tics, it enables to associate a set of unfoldings with a
given CPN, in our case, an interaction protocol. An
unfolding, also called a “process net”, formalizes a con-
current run of a protocol which can be interpreted in
terms of causality between the associated events.

6.1 Partial-order semantics of Petri Nets

An unfolding is an acyclic Petri net where the places
represent tokens of the markings and the transitions
represent firings of the original net (see figure 5). To
build an unfolding, the following steps have to be ex-
ecuted iteratively:

e start with the places corresponding to the initial
marking,

e develop the transitions associated to the firings
(w.r.t. to the semantics of CPN) of every initially
enabling transition,

e link input places to the new transitions,
e produce output places,
e link the output places to the new transitions.

Let it be remarked that the unfolding may be in-
finite if the original net includes an infinite sequence.
Several methods [14] [4] have been proposed in order
to avoid the infinite state problem in the verification of
systems and provide finite unfoldings. In our case, the
infinite state is not faced since the unfolding we look
for corresponds to a specific protocol computation and
necessarily finite.

6.2 The recognition algorithm through an
example

To begin, a partially ordered set of events is ex-
tracted from the global trace since our approach sup-
ports that an agent may be involved, simultaneously,
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Figure 4: Two CPN protocols to be recognized

in several interactions [?]. The algorithm inputs are
the causal graph (CG) and the CPN_Patterns while
the expected outputs are the process nets that match
with the CG.

Hypothesis

1. In the general case, the same event may be as-
sociated with more than one transition labeled with
the same event (cf. transitions Recept_First_Inf and
Recept_Nezt_Inf in figure ?77). In order to gain sim-
plicity, a choice function is introduced which returns
the transition to be considered for a given event during
the pattern matching process. Obviously, if the choice
is wrong, we have to backtrack and consider an other
alternative.

2. The CPN_Patterns are one-safe (i.e. a place con-
tains at most, one token per color). This makes the
detection easier by avoiding the combinatory explo-
sion of the number of states following multiple firings

of a transition by the same color tokens. Let us note
that since the CPN is one-safe and the events are as-
sociated with the transitions, given an event e to be
recognized, there is exactly one state in the unfolding
net reachable with a transition labeled by e.

Petri Net unfolding example

Let us consider two protocols (cf. figure 4 ) which
provide the same service (sending query messages to
agents and reception of their answers). In the first
protocol the execution is optimal, i.e., in parallel way;
whereas in the second protocol the sending of mes-
sages and the reception of the associated answers are
in sequence. One can easily verify in Protocol, that,
except for the first firing of 75 initially enabled from
the initial marking, each following firing of T5 requires
at least a token in the input places P, and in P5. As
for P;, (n-1) tokens have been produced by T4, while a
token in P5 imposes the firing of 753 which corresponds
to a (n-1) sequences of Ty followed by T5 .

Let us now observe a computation of one of the two
protocols given through a CG in (figure 4.b). The al-
gorithm presented below develops all the possible pro-
cess nets (see figure 4.a) in order to recognize the right
CPN and the right process. The cycle of our algorithm
(Step 1 to 5) is executed iteratively until all the events
of CG are not examined.

Step 0: the algorithm begins at the places corre-
sponding to the initial marking of each CPN (Fp in
Protocol; and (FPp, Ps) in Protocoly). The set of
events without predecessors is extracted from the GC
(i.e. initially the only event (e;(A)).

Step 1-2: For each of the expected events (here
e1(A)), the algorithm tries to recognize while firing
the transitions labeled by these events concurrently in
the two CPNs. In our example, only the transition
T, labeled by e;(A) is fired both in Protocol; and
Protocol,. Consequently, the event is recognized by
the two protocols and the output places are created
and linked accordingly.

Step 3-4: Step 3 checks that the causal dependency
of the recognized events through the process net is the
same one as the CG. In the contrary case, the corre-
sponding process net is rejected. When the transition
labeled by an event is not fireable (Step 4) the asso-
ciated process net is rejected. This is the case if the
Protocols for the transitions T5(A) and T»(B).

Step 5: The set of events without predecessors is up-
dated by removing the events already examined and
adding new ones, i.e. their successors (of course, only
those without predecessors).

Step 6: The algorithm fails because all the developed



process nets are eliminated.
Step 7: if the CG has been covered by the algorithm,
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involving agents A,B,C

Initial state

&B),¢(0)

0 Success Failute

—
o
—_
—
o
—_

Figure 5: The unfolding process of the two protocols
according to the CG

The algorithm

Inputs:
The causal graph CG = (E,U): Where E is the set of
events and U denotes the Causal dependency relation
CPN_Patterns = {ZI/Z:z = (CPN;,MO0;)}: The set of
CPN-Patterns available in our library of protocols
Output:
The set of expected unfoldings (i.e. process nets)
Begin
Unfold_Nets:=CPN_Patterns
Ewp = {e € E/e is without predecessor}
MC; = MO;: the current marking of EZ inatialized with
the wnitial marking
1:  while Ewp # 0 do
for_all e; such that e; € Fwp do
2: for_each Zz € Unfold_Nets do
if Vi ;in Zz /e; is labeled by tj; and is fireable

from MC; then
MC; := MC; @ Post(ty,;) © Pre(ty,;): update the
marking after firing ty ;
3: if  not
(CG,Ewp)) then
Unfold_-Nets:= Unfold_Nets \{Zl} eliminate
Ei unfolding: causal dependency violation
end_if
else
4: if (3tg,;/e; is labeled by ¢, ; and ty ; is not fire-
able with MC;) then
Unfold_Nets:= Unfold_Nets \{Zz} abort
unfolding : transition t ; cannot be fired
end_if
end_if

end_for_each

(Causal-Dependency-Satisfied

end_for_all
5: Ewp = Ewp\{e;}U{e’ € E such that: ¢ = succ(e;)
and e’ is without predecessor}
end_while
6: if Unfold_Nets=0 then return FAILURE : No unfolding
net found
else
7 for_each EI € Unfold_Nets do
if there is no more transition t, ; fireable with the
marking MC; then
return SUCCESS: Ez matches with CG
else
Unfold_Nets:= Unfold_Nets \{Zz} The unfold-
ing of ZZ is not mazimal
end_if
end_if
End

7 Conclusion and future work

In this paper, we have proposed an approach based
on distributed observation and a formal method for
designing interaction protocols in multi-agent systems.
It provides a very powerful and useful way to analyze
and explain progress, that exhibits interesting proper-
ties. The concept of causality between events is funda-
mental to design and analyze distributed computation.
Represented through partial order, the causality may
be implemented using the timestamps tools. When ap-
plied to the communication events, causality enables
to emphasize the correlation between both elementary
and complex interactions in order to recognize and
evaluate the interacting situations. This paper also
proposes an original approach for modeling, studying
and analyzing interactions by means of Colored Petri



Nets.

This formalism is suitable for concurrent activities and
it offers several formal methods to study the dynamic
of complex systems. In addition, our approach is
generic and may be applied to a large scale of com-
munication protocols and languages.

The analysis of multi-agent system interactions, in
particular the observation of the process of concur-
rent execution, allows not only the detection of the
success/failure situations but also to explain the rea-
sons of such situations. In fact, the explanation lies
on the causally graph and allows the backtracking if
necessary.

Our future work, intends to use the results of the dis-
tributed observation and consequently the evaluation
that it provides regarding to a set of interactions, in
the following way: a learner agent recovers these re-
sults, generates a qualitative criteria to be communi-
cated to other agents in order to enrich their social
knowledge and to improve their future interactions.
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Appendix : Vector clocks

The partial order between observed events is recon
structed through timing information associated witl
each event captured by the observer. However, in thu
system of vector clocks, the time domain is representec
by a set of n-dimensional non-negative integer vectors
Each process P; maintains a vector V;[1..n] where V;[i
is the local logical clock of Pi and describes the logica
time progress at process P;. V;[j] represents proces
P;’s latest knowledge of process P; local time.
Each process P; executes the following algorithm:
Data :
Vi[1..n] vector of integers ;
Initialisation :
Vjel.n:Vi[j]:=0;
Rule for an internal event x produced by P; :
Vili] == Vi[i] + 1 ;
Rule for a send event ( message from P; to Py ) :
Vi[1..n] is included in the message ;
Rule for a receive event ( message from P, to P; in
cluding Vj, ):
Vj € l.n: Do
If Vi[j] < Vi[j] then Vi[j] := Vilj] ;

This algorithm is described by the initial condi
tions and the actions taken for each event. The al
gorithm also satisfies the following property : for an
two events x and y ,

x — y & timestamp(x) < timestamp(y)

The following three relations are defined to compar
two vector timestamps, v, and vy:

Uy S vy & Vi vg[i] < vyld]
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Figure 6: (a) A simple execution of the vector clock

algorithm; (b) Associated causally precedes relation

Vg < Vy & Uy Svyand i vg[i] < vyli]
vy || vy & not (vy < vy) and not (vy < vy)

An example is given in Figure 7.



